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Sources
The information in this document is meant as a extension to go into more details on the signatures aspects
decribed in the following general guides:

Argenta implementation guide

NextGenPSD2 XS2A Framework: Implementation guidelines

Certificates

Accepted policies

For a certificate to be valid it must contain at least 1 of the following accepted policies:

QWAC:
0.4.0.194112.1.4
0.4.0.19495.3.1

QSEAL:
0.4.0.194112.1.1

Note: On our Sandbox environment, this policy check is not activated

Signing
With our PSD2 APIs the TPP needs to sign the request and send the tpp-certificate in header, which will
ensure the data integrity of the request.

Required headers

As part of signature model, TPP needs to send 3 specific headers:

Digest: It contains a hash of the message body. SHA-256 and SHA-512 are the only supported hash
algorithms that can be used to calculate the Digest. Digest can be computed by taking the byte array of

https://portal.test-payments.argenta.be/document/Argenta-Implementation-Guidelines.pdf
https://docs.wixstatic.com/ugd/c2914b_4a9b0db8c35841adb91531ef0faba4c2.pdf
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json body and then creating a message digest of it using SHA-256 or SHA-512 algorithm, then convert
in Base64 encoding value.

Note: For the GET and DELETE endpoints, the digest will be equal to a byte array of 0 size.

Tpp-Signature-Certificate: The certificate used for signing the request, in PEM encoding. The
certificate can be put with or without the "BEGIN" and "END".

Note: This string should not contain any new lines. You might need to remove End-Of-Line characters
from your PEM file before adding the text to the header.

Signature: A signature of the request by the TPP on application level. Signature can be computed by
concatenating key=value of following parameters: keyId, algorithm, headers (digest and x-request-id)
and signature.

Signature header

Required parameters

Following are the mandatory parameters that the signature header needs to contain:

keyId: Used to look up the components that the server needs to validate the signature and certificate
against. It is formatted as follows: keyId="SN=XXX,CA=YYYYYYYYYYYYYYYY", where:

"XXX" is the serial number of the certificate in hexadecimal coding given in the TPP-Signature-
CertificateHeader
"YYYYYYYYYYYYYYYY" is the full Distinguished Name of the Certification Authority having
produced this certificate.

algorithm: Used to specify the digital signature algorithm to use when generating the signature. The
algorithm must identify the same algorithm for the signature as presented in the certificate (Element
"TPPSignature-Certificate") of this Request. It must identify SHA-256 or SHA-512 as Hash algorithm.

Note: Most common values are: "rsa-sha256" & "rsa-sha512"

headers: Used to specify the list of HTTP headers included when generating the signature for the
message. Note that the list order is important, and MUST be specified in the order the HTTP header
field-value pairs are concatenated together during signing. Must include "digest" header and "x-
request-id" header, no other entries may be included.

Note: Value must this always be: "digest x-request-id"

signature: This is a base 64 encoded digital signature, as described in RFC 4648 [RFC4648], Section 4.
The client uses the algorithm and headers signature parameters to form a canonicalised signing
string. This signing string is then signed with the key associated with keyId and the algorithm
corresponding to algorithm. The signature parameter is then set to the base 64 encoding of the
signature

Note: Private key used for signing the request shouldn't contain any new lines (End-Of-Line characters)
and it should be used as one single string.

https://datatracker.ietf.org/doc/html/rfc4648
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Calculation algorithm

Following is a code example (using Apache Groovy jmeter) of a how a working signature calculation algorithm
can be designed: 

Examples

PIS signature creation
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Assume a TPP needs to include a signature in the following Request: 

So the body would encode to the following String in Base64:

eyAgICANCiAgICJpbnN0cnVjdGVkQW1vdW50IjogeyJjdXJyZW5jeSI6ICJFVVIiLCAiYW1vdW50IjogIjEyMyJ9
LA0
KICAgImRlYnRvckFjY291bnQiOiB7ImliYW4iOiAiREUyMzEwMDEwMDEwMTIzNDU2Nzg5In0sDQogICAiY3JlZGl
0b3
IiOiB7Im5hbWUiOiAiTWVyY2hhbnQxMjMifSwNCiAgICJjcmVkaXRvckFjY291bnQiOiB7ImliYW4iOiAiREUyMz
EwM DEyMDAyMDEyMzQ1Njc4OSJ9LA0KICAg
InJlbWl0dGFuY2VJbmZvcm1hdGlvblVuc3RydWN0dXJlZCI6ICJSZWYgTnVtYmVyIE1lcmNoYW50Ig0KfQ==

And SHA-256 of the request body is:

iXhCYo105ae/y5v/UJkQWuBe1I+mdKG0JxwU35vwsgo=

So using signature algorithm rsa-sha256 the signed request of the TPP will be: 

Where signing string is:

digest: SHA-256=iXhCYo105ae/y5v/UJkQWuBe1I+mdKG0JxwU35vwsgo= x-request-id: 99391c7e-
ad88-49ec-a2ad-99ddcb1f7721

Note: The header field names to be signed are denoted in small letters to clarify that the digest will
use small letters for normalisation.

AIS example



6 / 7

Example of create consent in AIS without signed request: 
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This request including signed request: 


