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Sources

The information in this document is meant as a extension to go into more details on the signatures aspects
decribed in the following general guides:

Argenta implementation guide

NextGenPSD2 XS2A Framework: Implementation guidelines

Certificates

Accepted policies
For a certificate to be valid it must contain at least 1 of the following accepted policies:

* QWAC
© 04.0194112.14
°© 0.4.0.19495.3.1

e QSEAL:
o 0.4.0.194112.11

Note: On our Sandbox environment, this policy check is not activated
Signing

With our PSD2 APIs the TPP needs to sign the request and send the tpp-certificate in header, which will
ensure the data integrity of the request.

Required headers
As part of signature model, TPP needs to send 3 specific headers:

* Digest: It contains a hash of the message body. SHA-256 and SHA-512 are the only supported hash
algorithms that can be used to calculate the Digest. Digest can be computed by taking the byte array of
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https://portal.test-payments.argenta.be/document/Argenta-Implementation-Guidelines.pdf
https://docs.wixstatic.com/ugd/c2914b_4a9b0db8c35841adb91531ef0faba4c2.pdf

json body and then creating a message digest of it using SHA-256 or SHA-512 algorithm, then convert

in Base64 encoding value.

Note: For the GET and DELETE endpoints, the digest will be equal to a byte array of 0 size.

* Tpp-Signature-Certificate: The certificate used for signing the request, in PEM encoding. The

certificate can be put with or without the "BEGIN" and "END".

Note: This string should not contain any new lines. You might need to remove End-Of-Line characters

from your PEM file before adding the text to the header.

Signature: A signature of the request by the TPP on application level. Signature can be computed by
concatenating key=value of following parameters: keyld, algorithm, headers (digest and x-request-id)
and signature.

Signature header

Required parameters

Following are the mandatory parameters that the signature header needs to contain:

keyld: Used to look up the components that the server needs to validate the signature and certificate
against. It is formatted as follows: keyld="SN=XXX,CA=YYYYYYYYYYYYYYYY", where:

o "XXX" is the serial number of the certificate in hexadecimal coding given in the TPP-Signature-
CertificateHeader

° "YYYYYYYYYYYYYYYY" is the full Distinguished Name of the Certification Authority having
produced this certificate.

algorithm: Used to specify the digital signature algorithm to use when generating the signature. The
algorithm must identify the same algorithm for the signature as presented in the certificate (Element
"TPPSignature-Certificate") of this Request. It must identify SHA-256 or SHA-512 as Hash algorithm.

Note: Most common values are: "rsa-sha256" & "rsa-sha512"

headers: Used to specify the list of HTTP headers included when generating the signature for the
message. Note that the list order is important, and MUST be specified in the order the HTTP header
field-value pairs are concatenated together during signing. Must include "digest" header and "x-
request-id" header, no other entries may be included.

Note: Value must this always be: "digest x-request-id"

signature: This is a base 64 encoded digital signature, as described in RFC 4648 [RFC4648], Section 4.

The client uses the and signature parameters to form a canonicalised

. This is then signed with the key associated with and the algorithm
corresponding to .The parameter is then set to the base 64 encoding of the
signature

Note: Private key used for signing the request shouldn't contain any new lines (End-Of-Line characters)

and it should be used as one single string.
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https://datatracker.ietf.org/doc/html/rfc4648

Calculation algorithm

Following is a code example (using Apache Groovy jmeter) of a how a working signature calculation algorithm

can be designed:
jawa.security.KeyFactory;
jawa.security.Frivatekey;
jawa.security.spec.PKCS8Encodedkeyspec;
jawa.security.Signature;
jawa.util.Basegd;
jawa.time.localDateTime;
jawa.security.spec. MGF1Farameterspec;
jawa.security.spec.PS5Parameterspec;
jawa.security.Messageligest;
org.apache. jmeter.config. Argument;
org.apache.jmeter.config. Arguments;

bodylson = "";
Arguments arguments = sampler.getirguments();
for (int i=8; icarguments.getlrgumentCount(); 1++)
{
Srgument argument = arguments.getArgument(i);
bodylson = argument.getWalue();

WMessageligest messageDigest = MessageDipgest.getInstance(”SHA-256");
messageligest.updateibodylson. getBytes (17;
String digest = “SHA-256=" + BaseBd.getEncoder().encodeToString(messageDigest.digest());

String headers = “digest x-request-1d";
FrivateKey privatekey = KeyFactory.getInstance("R5A")
generatePrivate (new PKCS8EncodedKeySpect
Basebd.getDecoder( ). decode ("${ PltppShaPrivatekey) }"137;

Signature shalSGwithRSA= Signature.getlnstance ("SHAZSEWIthREA™);
sha256withRSA. initSigniprivatekey);

String unencryptedsignature = “digest: " + digest + “\nx-request-id: ${request-id-consent}™;
sha?5bwithRSA. update (unencryptedSignature. getBytes ("UTF-8"1;

String encryptedSignature = new String(Basebd.getEncoder().encode(sha256withRSA.sign()));
String signature = “keyId=%"${_ P(tppDistinguishedhame]}y",

algorithm=Y"rsa-sha2h6y",

header==4"" + headers + "\",

signature=" + "\"" + encryptedSignature + "\"";

Examples

PIS signature creation




Assume a TPP needs to include a signature in the following Request:

POST https://api.testbank.comn/v]l/payments/sepa-credit-transfers
Content-Type: application/json

H-Request-ID: 99391cT7e-ad88-4%ec-aZad-99ddchlf7721
PSU-IP-Address: 152.168.8.78

PSU-ID: PSU-1234

PSU-Uzser-Agent: Mozilla/5.0 (Windows NT 10.0; WOW6d; rv:54.0) Gecko/20100101 Firefox/LH4.0
tpp-redirect-uri: https®3A%2F%2FshortURI_Cchallenge Mmethod="3256"
Date: Sun, 06 Aug 2017 15:02:37 GMT

i
"instructedAmount™: {"currency”: "EUR", "amount™: 123"},
"debtorAccount™: {"iban™: T"DE23100100101234567839"},
"creditor™: {"name™: "Merchantl23T},
"creditorAccount™: {Tiban™: "DEZ31001200201234567859™1,
"remittanceInformationUnstructured™: "Ref Number Merchant”
¥

So the body would encode to the following String in Base64:

And SHA-256 of the request body is:

So using signature algorithm rsa-sha256 the signed request of the TPP will be:

POST https://api.testbank.com/vl/payments/sepa-credit-transfers

Content-Type: application/json

H-Request-ID: 5953%91cVe-ad8i-4%ec-aZad-95ddchlf7721

PSU-IF-Address: 192.168.8.78

PSU-ID: PSU-1234

PSU-Uzer-Agent: Mozilla/s5.0 (Windows NT 10.0; WoOwWed; rv:i54.0) Gecko/Z0100101 Firefox/54.0
tpp-redirect-uri: httpsi3A2F%2FshortURI_Cchallenge Mmethod="35256"

Date: Sun, 06 ARug 2017 15:02:37 GMT

Digezt: SHA-ZLG=ZuYiOotZkVazhiWmwTOblOpsPevlUNMezvkadibhotfVhehlM=

Signature: keyld="SN=5FAl, CA=CN=D-TRUSTZZ0CAR202-13%202015,0=D-Trust320Gmbl, C=DE",algorithm="rsa-zhazkha",
headers="digest x-recuest-id",

gignature="EBase&d (RSA-SHAZLG (3igning string) )™
TPP-Signature-Certificate: TPP's_eIDAS Certificate

{

"instructedamount™: {"currency™: "EUR™, Tamount™: "1237},
"debtorAccount™: { "iban™: "DE2310010010123456789"},
"oreditor™: { "name": "Merchantl23™},

"creditorAccount™: {"iban': "DEZ3100120020123456789™},
"remittancelnformationUnstructured”™: "Ref Number Merchant”

}

Where signing string is:

Note: The header field names to be signed are denoted in small letters to clarify that the digest will
use small letters for normalisation.

AIS example
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Example of create consent in AIS without signed request:

POST https://<HOST>/berlingroup/vl/consents HTTP/1.1
Connection: keep-alive

®z-request-id: 4e73b197-£al18-4d259-5c81-00538d4088¢ca
apiKey: 3déedcl9-dcab-4c85-ab07-3b%f58be9111
content-type: application/json

psu-ip-address: 152.168.0.6

Content-Length: 355

Host: <HOST>

User-Agent: Apache-HttpClient/4.5.7 (Java/1.8.0_ 161}
i

"validUntil™ : "2015-08-02",

"frequencyPerDay™ : 1,

"recurringIndicator™ : false,
"combinedServicelIndicator™ : false,

"access™ @ |

"accounts™ [ 1

"iban™ : "BE639595001487608"

Pols

"balances™ : [ {

"iban™ : "BE63955001487608"

Pols

"transactions™ : [ {

"iban™ : "BE63955001487608"

bl

¥
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This request including signed request:

POST https:///berlingroup/vl/consents HTTP/1.1

Connection: keep-aliwve

r-regquest-id: 4e73k197-f518-4d29-0c81-00538d44088ca

apikKey: 3deedcl9-doab-4c85-8507-3k09f98be9111

content-type: application/json

digest: SHA-ZS56=zl18RGk+oEX/h3ZKkkh3ItNMDAEvEROhnnTinyNOR1TwT=
Signature: keyId=" SN=41453E06EFDASZDCZ, CA=EMAILADDRESS=rootCA@root.com, OU=DxP,
=3B3,L=PF ",algorithw="rsa-shail6", headers="digest x-reguest-id",
signature="Easetd (RSA-3HAZ 56 (signing string)) "™

psu-ip-address: 19Z.168.0.6

tpp-signature-certificate: ---——- BEGIN CERTIFICATE--———--—

MITERzZCCAY+gAWIBAGIIQUEghvE 1Te IwDQ¥TEoZ Thye NAQELE QAWSTELMAKGA 1TE
EhMCR1IxD)AMEgNVEAGTEVEhem]l 2MO 4w DA YDV OOHEWVO Y Tpe eEMMAOGAL TEC hMD
0T TMOLmC g FDVOOLEWNE eFAXH A cEgkghk iG9WIBCQEWDS Tvh 3RDQUEvhZ Q0L v

bTAeFulx OTAYMTOxMz T4MD BaF wl yOD EyMTkxODAWMD BaMI G3MOswC QYD VOOGEwWT &
U EOMAWGA L TECEMFUGFyaXMxD JAMEgNY BACTEVE hoem L eMOwmad g¥ DVOQOKEWNTO 1Mx
DDAKEgNVEASTAORAUD EMMACGA 1TEAXMD U0 TTMRAWHAT T Ko ZThwve NAQKEBFg9vh 250
O0FAcmOvdC 5ib 20 xGTAXEgNVE GE TEF ETRE JFL UF Uy 0x M MON TYwyg B4 MA DG Sopér
SIh3IDOEBAQUAAS I BIWAWYEKAC IBAQCYEL NOgLS 7X/ X0Sy oMP KHEhDGE AV yVE b C

MEdWZr ThQEr4fms7fi3bdP JMTERFE+ARNc ERyWISWAES SLWIUTWeMIORL L 559 utio
1dy3eUV+DREffLAceZ JyhgSiWsT e K3 kV ogL dd EME gd 3B+ ThOgt Kemp 0ilhd e
BEGnFhF4M3+sTGL /OncideGgA IskeVvC EJuitLabeEO0Ti2 BSe kOon¥MaulgEXkwe g
TPkMwltopWz3VHAGND aGAOMAN Dp iFEGayoLVGqoLdl eD 4 k/EeF k3 /XEYZ1TSaF
ljevtwrscrbnlrajfglRI6aigTATZpwe T3 Bvp IVSYDEACE ThC P JAGME AA G g oW
geUmDWYDVROTAQH /BAUTWAWEE/ zAdEgNVHQAEF gQUOHEIdnN04 50EeC2Ee73LD TIU

V1swCwIDVROPEAQDAGEGME QA 1T IAONMA 5wt QY HEACL YEABATASBygr BgEFE QB

AwOxMCBWLOYGEAC B MO MWE cARBeEATI GYTWEDDAZQUI BEfQULMEBEF 1dGyMERE v
¥WS{ZTAREg lghkgEhvhe AQEEEAMCAAcWHy ¥TY IZ TATh4 Qg ENEEEWDE hy TSE{Z XT0
sWMZpY¥2 FOZTANEgkqhk iGOwIEBAQs FARACOC AQEAGPEES ] IVewa] qUed 90 cKQ3HLA 4
ErudMEqpJo ICPRFO=2I e S9Robh 7 qub¥pPltweld tABeEdkwe Tdx tuno/ 75 Ge ChivVo
1Dhedecgl yEMJERyxoTtuolgr0 eIV ime/ a0MLoZ ZAbEgql TgZ 3U+8 76z 1¥1E=S8
dndhloJTeWpkbEOTokz frnTWALA L rEn TV EFhEAC1 25 /EvyVz063 Lael3 ITNg07 /1 +nd

LevrOptLoogZ9 ZEcuVERE7 /3 tnp 6 lIptMy o THWE eelmgD I Tog U cEUnGpAT G ETh
ZemLOEVMF ) ETMhE vuTE8 xx+4EN+Vadulve / 7/ 0nMIz OFWEEWP X1C0i s 2 0==
————— END CERTIFICATE-—--—-—

Content-Length: 359

Host: <HO3T>

User-Agent: Apache-HttpClients/4.5.7 (Java/1.8.0 161}

{

"validUntil®™ : "2019-08-02",
"fregquencyPerDay” @ 1,
"recurringIndicator™ @ true,
"combined3erviceIndicator®™ : falze,
Taccess" 1 |
"accounts" o [
"iban" : "EBE63ISO00001487608"
Pl
"halances"™ : [ {
"iban'™ : "BE63DO0D001437608"
Pl
"transaction=" : [ |
"iban'™ : "BE63DO0D001437608"
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